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Check your site's security headers

mySites.guru checks eight HTTP security headers on every snapshot -
CSP, HSTS, X-Frame-Options and more - to help you harden against

XSS and clickjacking.

Phil E. Taylor | 12 March 2026



Your web server can send a handful of HTTP response headers that make life harder for

attackers. Spoofing, XSS, clickjacking: these headers won't stop everything, but they

raise the bar. mySites.guru checks eight of them on every snapshot, twice a day.

Which eight headers does mySites.guru check?

e Expect-CT - enforces Certificate Transparency requirements

* Feature-Policy - flagged if present (this header is deprecated)

Permissions-Policy - the replacement for Feature-Policy
Referrer-Policy - controls how much referrer info is sent with requests
Strict-Transport-Security - forces HTTPS connections
X-Content-Type-Options - prevents MIME-type sniffing

X-Frame-Options - protects against clickjacking

!. Headers alone won't save you

Content-Security-Policy - controls which resources the browser is allowed to load

Security headers are best practice, not a silver bullet. Learn about them and apply them
where possible, but don't assume they make your site bulletproof.
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Content-Security-Policy Is An Effective Measure To Protect Your Site From XSS Attacks
Expect-CT Allows A Site To Determine If They Are Ready For The Upcoming Chrome Requirements
Permissions-Policy New Header To Control Which Features And APls Can Be Used In The Browser
Remove Deprecated Feature-Policy Header

Referrer-Policy , Sets How Much Info Is Leaked When Linking Away From Site
Strict-Transport-Security (HSTS) Policy Enforces The Use Of HTTPS
X-Content-Type-Options Stops A Browser From Trying To MIME-sniff The Content Type

X-Frame-0Options Tells The Browser Whether You Want To Allow Your Site To Be Framed Or Not
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http://localhost:58995/blog/get-a-quick-snapshot-of-your-joomla-and-wordpress-sites-with-mysites-guru/
http://localhost:58995/blog/learn-the-best-practice-for-joomla-and-wordpress-sites-with-mysites-guru/

What does each header actually do?

Content-Security-Policy (CSP)

CSP tells the browser which domains are allowed to serve scripts, styles, images, and
other resources on your page. Without it, an attacker who finds an XSS hole can inject a

script from anywhere and the browser will run it without question.

Content-Security—-Policy: default-src 'self'; script-src 'self' https://cdn.

That says: only load resources from my own domain, only run scripts from my domain
or my CDN, block everything else. Getting CSP right is fiddly. Too strict and you break

your own site. Too loose and it's decoration. But even a basic policy beats having none.

Strict-Transport-Security (HSTS)

HSTS tells browsers to only connect over HTTPS, even if someone types http:// or
clicks an old HTTP link. Without it, the very first request can be intercepted before the
redirect to HTTPS kicks in.

Strict-Transport-Security: max—age=31536000; includeSubDomains

max-age is in seconds. 31536000 is one year. Once a browser sees this, it won't even

try HTTP for that long. includeSubDomains covers your subdomains too.

X-Frame-Options

X-Frame-Options prevents your site from being loaded inside an iframe on someone
else's domain. Why care? Clickjacking. An attacker loads your site in a hidden iframe,

overlays it with something innocent-looking, and tricks users into clicking buttons on

your site without realising it - changing passwords, making purchases, whatever.

X—Frame-Options: SAMEORIGIN
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SAMEORIGIN means your own site can still iframe itself (useful for admin panels and
previews) but nobody else can. DENY blocks all framing, including from your own

domain.

Content-Security-Policy vs X-Frame-Options

CSP has a frame-ancestors directive that does the same job as X-Frame-Options, and
it's more flexible. But older browsers don't support frame-ancestors , so the
recommendation is to set both. They don’t conflict - browsers that understand CSP use

frame-ancestors , older ones fall back to X-Frame-Options.

X-Content-Type-Options

Browsers sometimes try to be clever and “sniff” the content type of a response instead
of trusting the Content-Type header. An attacker can exploit this by uploading a file
that looks like an image but contains JavaScript - the browser sniffs it, decides it's a

script, and executes it.

X-Content-Type-Options: nosniff

One value. Tells the browser to trust the declared content type and stop guessing. Just

set it.

Referrer-Policy

When someone clicks a link from your site to another site, the browser sends a
Referer header (yes, the HTTP spec misspelled “referrer” in 1996 and we're stuck
with it) telling the destination where the click came from. That can leak URL paths,

query parameters, or session tokens you'd rather keep private.

Referrer-Policy: strict-origin-when-cross—origin

strict-origin-when-cross-origin sends just the origin ( https://yoursite.com ) on

cross-origin requests but strips the path. Same-origin navigations still get the full URL,
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so your own analytics aren't affected.

Permissions-Policy

Permissions-Policy controls which browser APIs your site can use: camera,
microphone, geolocation, payment, autoplay, and plenty more. If you don't use the
camera, disable it. If someone manages to inject code into your page, they still can't

turn on the webcam.

Permissions—Policy: camera=(), microphone=(), geolocation=()

Empty parentheses () means "nobody, not even this page.” You can also allow

specific origins if you need them.

This header replaced the older Feature-Policy header. If your site still sends Feature-

Policy, mySites.guru will flag it - you should switch to Permissions-Policy instead.

Expect-CT

Expect-CT was supposed to ensure that certificates for your domain show up in

Certificate Transparency logs, catching misissued or rogue certs.

Browsers have made this header redundant. Chrome dropped Expect-CT support
entirely, and other browsers enforce Certificate Transparency by default now.

mySites.guru still checks for it, but this one's a footnote. Focus on the other seven.

How do you check your headers without an account?

If you want a quick standalone check, securityheaders.com is a good tool. We link to it

throughout the mySites.guru snapshot checks too.
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https://securityheaders.com/

Security Headers Home About Donate

Sponsored by :E.: Prob e I y

Scan your site now

https://securityheaders.com Scan

@ Hide results ¥ Follow redirects

Security Report Summary

Site: https://securityheaders.com/
IP Address: 2606:4700:3033::ac43:dfEc
Report Time: 05 Oct 2020 20:10:40 UTC

+ Content-Security-Policy | + Strict-Transport-Security | + Referrer-Policy | + X-Frame-Options

Headers:
v X-Content-Type-Options | v Permissions-Policy
Warning: Grade capped at A, please see warnings below.
Supported By
Probely Great grade! Perform a deeper security analysis of your website and APIs:
Raw Headers
HTTP(1.1 200 0K
Date Mon, 05 Oct 2020 20:10:40 GMT
Content-Type text/html; charset=UTF-8
Transfer-Encoding chunked
Connection keep-alive
Sai-Coakin _ cfduid=d08ceba7d0b1bb5e92a28b989d27950731601928640; expires=Wed, 04-Nov-20 20:10:40 GMT; path=/; domain=.securityheaders.com; HttpOn-
ly; SameSite=Lax; Secure
Vary Accept-Encoding

default-src 'self’; script-src ‘self” cdnjs.cloudflare.com www.google-analytics.com www.googletagmanager.com; img-src ‘self’ www.google-analytics.-
Content-Security-Policy com; style-src ‘self ‘unsafe-inline’ fonts.googleapis.com cdnjs.cloudflare.com; font-sre ‘self’ fonts.gstatic.com cdnjs.cloudflare.com; form-action ‘self’;
report-uri https://scotthelme.report-uri.com/r/default/csp/enforce

Strict-Transport-Security ge=31536000; inc preload

Headers are one layer of defence. For file-level detection of existing compromises, the

suspect content tool scans your entire webspace for malware, backdoors, and

suspicious code patterns. Headers are one of over 140 things mySites.guru checks on

each site, from file-level security audits to PHP config to SSL certificates. All visible

from your dashboard.

Security headers are covered in our full agency security guide.
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https://securityheaders.com/
https://securityheaders.com/
http://localhost:58995/blog/find-hacked-files-and-backdoors-in-joomla-and-wordpress/
http://localhost:58995/blog/security-audit-tools/
http://localhost:58995/features/
http://localhost:58995/guides/wordpress-joomla-security-guide/

Frequently Asked Questions

Which HTTP security headers does mySites.guru check?
mySites.guru checks eight headers on every snapshot: Content-Security-Policy, Expect-CT
(deprecated - browsers now enforce Certificate Transparency by default), Feature-Policy
(flagged if present, since it's been replaced by Permissions-Policy), Permissions-Policy,
Referrer-Policy, Strict-Transport-Security, X-Content-Type-Options, and X-Frame-Options.

How often does mySites.guru check my site's security headers?
Security header checks run as part of the site snapshot, which is taken twice a day
automatically and can also be triggered on demand.

Will having correct security headers fully protect my site?
No - security headers are best practice and help defend against XSS and clickjacking, but

no single header alone will prevent a compromise.
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See how your WordPress and Joomla site
No credit card required.

[ https:/manage.mysites.guru/en/register

Get in touch

Phil E. Taylor
phil@phil-taylor.com
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