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Audit local sites or sites behind
firewalls with mySites.guru

How to connect local development sites or sites behind corporate
firewalls to mySites.guru using tunnelling tools like Ngrok, Expose,
and Cloudflare Tunnel.
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mySites.guru works with any site it can reach over the internet. That normally means
live production sites, but with a tunnelling tool you can also connect local development

sites, staging environments, or sites behind corporate firewalls and NATs.

Below we'll use Ngrok, but Expose and Cloudflare Tunnel work the same way.

Why would you want to do this?

A few common scenarios:

e You're building a site locally and want to run a security audit or snapshot before it

goes live

e You're cleaning_ up a hacked site locally and want to verify the hack is fully

removed before pushing it back to production

* You need to audit an intranet or server behind a corporate firewall that isn't

normally accessible from the internet

* You want to test uptime monitoring or real-time alerts against a staging

environment

How Does Tunnelling Work?

Tunnelling tools create a secure connection between your local machine and a public
URL. When mySites.guru connects to that URL, the traffic is routed through the tunnel
back to your local web server. From mySites.guru's perspective, it looks like any other

live website.

Most tunnelling tools also provide a valid SSL certificate automatically, so even if your
local site runs on plain HTTP, the public URL will be HTTPS.

Y. Your site becomes publicly accessible
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https://ngrok.com/
https://expose.dev/
https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/
http://localhost:58995/blog/security-audit-tools/
http://localhost:58995/blog/get-a-quick-snapshot-of-your-joomla-and-wordpress-sites-with-mysites-guru/
http://localhost:58995/blog/how-to-fix-a-hacked-joomla-or-wordpress-site-with-mysites-guru/
http://localhost:58995/blog/uptime-monitoring-explained/
http://localhost:58995/blog/get-real-time-alerting-of-modified-files-admin-logins-and-much-more-with-mysites-guru/

While the tunnel is running, anyone with the URL can access your local site. The tunne
closes the moment you stop the tool. If this concerns you, paid plans on most tools let you
restrict access by IP address - you can limit it to mySites.guru's IP addresses only.

How Do You Set Up with Ngrok?

Nagrok is the most widely used tunnelling tool. It has free and paid tiers.

1. Install and authenticate

Download Ngrok for your operating system and install it. Then authenticate with your

account token:

ngrok authtoken <YOUR_AUTH_TOKEN>

You'll find your auth token on the Ngrok dashboard after signing up.

2. Start a tunnel

If your local site runs on port 80:

ngrok http 80

If it runs on a different port (e.g. 8080):

ngrok http 8080

If your local site uses a hostname like https://myhackedsite.local:8081 :
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https://manage.mysites.guru/public/ips
https://ngrok.com/
https://ngrok.com/download
https://dashboard.ngrok.com/get-started/setup

ngrok http https://myhackedsite.local:8081

You'll see output like this:

ngrok by @inconshreveable

Forwarding /8 3., ok.i0 -> http: kedsite.localmachine:
Forwarding ttps://c8t b63b.ngrok.io -> http:/ 1ackedsite.localmachine: 808

Connections tt opn Pl rt5 p5@ po@
0 0.00 0.00 0.00 .00

The HTTPS URL shown (e.g. https://c8b94007b63b.ngrok.1io ) is what you'll give to

mySites.guru.

3. Connect to mySites.guru

Take the HTTPS URL from Ngrok and add it as a site in your mySites.guru account, just

like you would any live site.

@ Subscription requirement

You need an unlimited-sites subscription to connect tunnel URLs. Free trial, disposable, and
single-site accounts cannot use tunnel URLs - this prevents fraud and abuse.

4. When you're done

Press Ctrl+C in the terminal to stop the tunnel. Your local site immediately becomes

inaccessible from the internet.

On the free Ngrok tier, the URL changes every time you start a new tunnel. If you want a

persistent URL, upgrade to a paid plan and reserve a custom domain.
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http://localhost:58995/blog/add-unlimited-joomla-and-wordpress-sites-to-mysites-guru/
https://ngrok.com/pricing

If you're using WordPress and running into issues with Ngrok, check the WordPress-

specific notes in the Ngrok docs.

What Are the Alternatives to Ngrok?

Ngrok is the most widely used option, but there are good alternatives.

Expose

Expose is a tunnelling tool written in PHP. It works the same way as Ngrok: install it, run

a command, and get a public URL for your local site.

expose share http://localhost:8080

Expose has a free hobby tier with time-limited sessions and random URLs. The Pro plan
($79/year) adds persistent URLs, custom domains, and access to global servers. If your
stack is PHP-heavy, Expose feels like a natural fit. It also integrates with Laravel Herd if

you use that for local development.

Cloudflare Tunnel

If you already use Cloudflare for DNS, Cloudflare Tunnel (formerly Argo Tunnel) can

expose local services through your existing Cloudflare setup. It's free for personal use
through the Zero Trust dashboard.

cloudflared tunnel ——url http://localhost:8080

The main advantage is that traffic stays within Cloudflare's network, and you can layer
on their access policies for authentication. The trade-off is more setup than Ngrok or

Expose.
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https://ngrok.com/docs#wordpress
https://ngrok.com/docs#wordpress
https://expose.dev/
https://herd.laravel.com/
https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/

Tailscale Funnel

Tailscale Funnel lets you expose a local service to the internet through Tailscale's
network. It's free with a Tailscale account. Good if you already use Tailscale for your
VPN.

All of these work with mySites.guru. The only requirement is that the tool gives you a

public HTTPS URL that mySites.guru can reach.

What Can You Do Once Connected?

Once connected, your local site gets the full mySites.guru toolset - security audits that

scan every file for hacks, snapshots for best-practice checks, file monitoring for real-

time change alerts, and uptime monitoring if you want to keep tabs on a staging

environment.

mySites.guru doesn’t know or care that the site is running on your laptop. It treats it the

same as any live production site.

Local auditing fits into the broader security workflow in our agency security guide.
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https://tailscale.com/kb/1223/funnel/
http://localhost:58995/blog/security-audit-tools/
http://localhost:58995/blog/get-a-quick-snapshot-of-your-joomla-and-wordpress-sites-with-mysites-guru/
http://localhost:58995/blog/get-real-time-alerting-of-modified-files-admin-logins-and-much-more-with-mysites-guru/
http://localhost:58995/blog/uptime-monitoring-explained/
http://localhost:58995/guides/wordpress-joomla-security-guide/

Frequently Asked Questions

Can | connect a local development site or a site behind a firewall to mySites.guru?

Yes. Use a tunnelling tool like Ngrok, Expose, or Cloudflare Tunnel to give your local or
firewalled site a public URL, then add that URL to mySites.guru like any other site.

Is Ngrok free to use with mySites.guru?

The free tier of Ngrok works, but each session generates a new random URL. A paid plan
gives you a fixed reserved domain and optionally restricts access to specific IP addresses.

Are there account restrictions when using tunnel URLs with mySites.guru?

You need an unlimited-sites subscription to connect tunnel URLs. Free trial and single-site
accounts are not permitted, to prevent fraud and abuse.

Will my local site be publicly accessible while the tunnel is running?

Yes. Anyone with the tunnel URL can reach your site while it's active. The tunnel closes
when you stop the tool, and access is cut off immediately. Paid plans on most tools let you
add IP restrictions for extra security.
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See how your WordPress and Joomla site
No credit card required.

[ https:/manage.mysites.guru/en/register

Get in touch

Phil E. Taylor
phil@phil-taylor.com
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