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Joomla 3 Didn't Fail. Your Retainer
Did.
We monitor 30,305 live Joomla 3 sites. They are five times more likely
to be hacked than Joomla 6, and the agencies who migrated are doing

worse.

Phil E. Taylor | 29 August 2026



4+ LIVE Joomla extension security alerts (29 Aug) Sourcerer

16.0.0 - ZOO: unauth RCE - Fabrik 4.7.2 - JCE 2.9.99.10

Do you want to bury your head in the sand?

It is a real question, because burying it is a defensible commercial decision right up until
the morning it is not. Joomla 3 reached end of life in August 2023. The paid eLTS
programme that extended it ended on 17 February 2025. Since then there has been no

official security patch for the Joomla 3 core at any price, from anyone.
And yet, as | write this, mySites.guru is monitoring 30,305 live Joomla 3 sites.

Before you read another number in this post, understand where all of them come from,
because it changes what they mean. Every figure here is measured across sites
connected to mySites.guru. These are sites whose owners pay us every month so that
somebody is watching: so the installed extensions are inventoried, so a new
vulnerability raises a flag, so updates can be pushed in bulk. By any reasonable

definition these are among the best looked-after Joomla sites in the world.

So everything below is the good end of the ecosystem. Joomla powers millions of sites,
and the overwhelming majority of them have nobody doing any of this. They are not in

these statistics, and there is no reason at all to think they are doing better.

30,305 5x

Live Joomla 3 sites More likely to be hacked
Three years past end of life 4.90% vs 0.98% on Joomla 6

68.2% 79%

Behind even 3.10.12 Have unpatched core files

The final Joomla 3 release Of the sites we can check

Measured across sites connected to mySites.guru on 28 August 2026. These are managed sites, so they
represent the good end of the ecosystem.
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http://localhost:54495/blog/sourcerer-14-unverified-content-php-execution/
http://localhost:54495/blog/sourcerer-14-unverified-content-php-execution/
http://localhost:54495/blog/zoo-unauthenticated-file-upload-rce/
http://localhost:54495/blog/fabrik-4-7-2-security-release/
http://localhost:54495/blog/jce-2-9-99-10-security-update/

| am not writing this to tell you those sites are a risk. You know that. Every agency | have
ever spoken to knows that. | am writing it because we finally have enough data to say

something more useful, and more uncomfortable, about why they are still there.

The Joomla 3 dates, for the record

Most arguments about Joomla 3 run on a vague sense that it is old. The dates are more
useful than the feeling, because they show how long the gap has been open and how

much of that gap somebody was still being paid to cover.

Every release date below is read from the RELDATE constant compiled into that
release’s own source code, so it is the date the software itself reports rather than a

wiki's recollection of it.

Release Date Gap since the previous minor
Joomla 3.0 27 September 2012 The first Joomla 3
Joomla 3.1 24 April 2013 209 days

Joomla 3.2 6 November 2013 196 days

Joomla 3.3 30 April 2014 175 days

Joomla 3.4 24 February 2015 300 days

Joomla 3.5 21 March 2016 391 days

Joomla 3.6 12 July 2016 113 days

Joomla 3.7 25 April 2017 287 days

Joomla 3.8 19 September 2017 147 days

Joomla 3.9 30 October 2018 406 days

Joomla 3.10 14 August 2021 1,019 days

Joomla 3.10.12 8 July 2023 The final Joomla 3 release of any kind

mysites.guru 2/31



That 1,019 day row compresses the whole story into one line. Joomla 3.9 in October

2018 was the last release that added features for their own sake. Joomla 3.10 was a

bridge built to get people off, complete with deprecation warnings and a pre-upgrade

check, rather than a version anyone was meant to settle on. Most of the estate settled

on it anyway, and thousands of sites never even got that far, as the next section shows.

The lifecycle dates are the ones that matter in a conversation with a client:

Date

17 August
2021

8 July 2023

17 August
2023

17 February
2025

October 2025

What happened

Joomla 4.0 released, starting the two-year clock on Joomla 3

Joomla 3.10.12 ships, the last Joomla 3 release

End of life. Free security patches stop, at any severity

The paid eLTS programme closes. No official patch at any price

Joomla 4 security support ends, so the version most agencies migrated to is

now unsupported as well

10y 10m 1,107

Joomla 3's supported life Days since end of life
27 September 2012 to 17 August 2023 No free core patch since 17 August 2023

557

Days since any patch was purchasable
elLTS closed 17 February 2025

Counted to 28 August 2026.

Two more facts worth having to hand when somebody tells you this is a small

legacy problem.
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Joomla 3 shipped 106 stable releases, which is more than Joomla 4, 5 and 6 have
managed between them so far. It was supported for ten years and ten months, about
two and a half times as long as Joomla 4 lasted. That length is exactly why so much of
the web still runs it, why so many extensions were built against it, and why the people
who built those sites had every reason at the time to believe they were building on

something stable.

The final release also still declares its minimum PHP as 5.3.10 , in
administrator/index.php , unchanged since 2012. PHP 5.3 left security support in
August 2014. Joomla 3 never raised that floor across its entire eleven year life, which is
the root of the hosting problem further down this post: the sites are not only running old

Joomla, they are running old Joomla on a PHP branch their host is preparing to remove.

Dates are one way to remember a release. Basic Joomla Tutorials marked this one

twice, and the pair is worth your time if you ever built anything on Joomla 3.

First the warning, with a month left on the clock:

Watch video: https://www.youtube-nocookie.com/embed/VisjOWOVIGg

Then the look back, recorded on Joomla 3's last day before end of life:

Watch video: https://www.youtube-nocookie.com/embed/XRyHwW906BBS8

The Joomla 3 estate is worse than the version number
suggests

Being on Joomla 3 is not one problem, it is a stack of them, and the stack has been

growing for three years.

Start with the version spread. Of those 30,305 Joomla 3 sites, only 9,638 are on
3.10.12, the final release. The other 20,671, which is 68.2%, are behind even that.
There are 1,286 sites sitting on 3.6.5, 1,054 on 3.4.8, and 574 on 3.3.6. These are not
sites that reached the end of the road and stopped. They stopped somewhere earlier

and the road ended without them.
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https://www.youtube.com/@Basicjoomla
https://www.youtube-nocookie.com/embed/Visj0WOVl6g
https://www.youtube-nocookie.com/embed/XRyHw906BB8

Then the extensions. Across those sites we currently count 22,195 installed extensions

with a known published vulnerability. Three sites are running twenty of them. A

hundred and seventy-one sites are running thirteen or more.

The extensions doing the most damage are not obscure:

Extension

YOOtheme
Installer

Cache Cleaner

Regular Labs

Manager

Advanced

Modules

SP Page Builder

RSForm! Pro

JCE Editor

Sourcerer

Share of live Joomla

3 sites

4.5%

3.1%

2.7%

2.5%

2.5%

2.5%

2.3%

1.9%

Can a Joomla 3 site apply the 2026 fix?

No. YOOtheme Pro removed Joomla 3 and Joomla 4

support in January 2026

No. Regular Labs cut Joomla 3 across its whole range
on 21 September 2023

No. Same cut

No. Same cut

No. The 6.8.0 installer contains a version guard that

blocks Joomla 3

Yes. RSJoomla never dropped Joomla 3 and shipped
J3 builds this month

Yes. Free patch backported to 2.7.x, 2.8.x and 2.9.x

No. Regular Labs, same cut

Six of the eight cannot be fixed without rebuilding the site onto a supported Joomla.

Three of those six are the same vendor, cut on the same day, and two of the CVEs sit in

a shared library that every Regular Labs extension bundles.

None of that is theoretical.

4.90% of Joomla 3 sites are currently flagged as hacked, against

0.98% of Joomla 6 sites.
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http://localhost:54495/vulnerabilities/
http://localhost:54495/vulnerabilities/
http://localhost:54495/blog/sp-page-builder-zero-day-uploadcustomicon-rce/
http://localhost:54495/blog/regular-labs-joomla-extension-security-release/

Measured across every Joomla site we monitor. A Joomla 3 site is five times more likely

to have been compromised, and Joomla 5 sits at 2.67%. The gradient runs exactly the
way you would expect, and it runs across tens of thousands of sites rather than a handful
of anecdotes.

And remember whose sites those are. That 4.90% is the hacked rate among Joomla 3

sites that somebody is paying to have monitored.

On the vendor side, it is getting worse rather than better.

In July 2026 JoomShaper ended Joomla 3 support across SP Page Builder, Helix and its
template range, with one line doing the damage: no security patches, regardless of
severity. Six days later they shipped Joomla 3 patches anyway, and have since shipped a
third one. That reversal is good news and a warning at the same time. A vendor changing
its mind twice in seven weeks is not a support policy you can plan a business around.

Joomla 4 is the part that should worry you

One number changed what this post was going to be, and | did not expect it.

We ran the same vulnerable-extension analysis across every Joomla branch. Joomla 4,
the version agencies migrated to specifically so that this would stop being a problem, is

now the worst-maintained branch on our entire estate.

Branch Hacked  Sites with a vulnerable extension Average on an affected site
Joomla3  4.90% 22.3% 3.30
Joomlad  4.67% 50.6% 2.52
Joomla5  2.67% 26.6% 2.30

Joomla 6 0.98% 16.2% 1.76
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http://localhost:54495/tools/file-information/hacked-files/
http://localhost:54495/blog/joomshaper-drops-joomla-3-support/
http://localhost:54495/blog/joomshaper-reverses-joomla-3-decision/
http://localhost:54495/blog/helix-ultimate-third-joomla-3-security-patch/
http://localhost:54495/blog/helix-ultimate-third-joomla-3-security-patch/

Two different things are wrong, and they are wrong on different branches. Joomla 4 has
the widest spread: half of those sites are running something with a known hole in it.
Joomla 3 has the deepest infestation: when a Joomla 3 site is affected it is running 3.30

vulnerable extensions, not one.

Every one of those rows is a managed site. Half of all Joomla 4 sites that somebody is
paying to look after are running at least one extension with a known, published
vulnerability. That is more than double the Joomla 3 rate and more than three times the

Joomla 6 rate. Joomla 4 has itself reached end of life, so these sites are in exactly the

position their owners paid to escape, except this time they paid first. And it went out
with far less noise than Joomla 3 did. Joomla 3 got its own farewell announcement, an
eighteen-month paid support programme and a warning in the admin panel. Joomla 4's
last release was 4.4.14 on 30 September 2025, and the series left security support that
October with no announcement of its own at all, just a subordinate clause in the post

announcing Joomla 6.

Joomla 4 did reach end of life on its own account, with bug-fix support ending in
October 2024 and security support in October 2025, and you can read that anywhere.
That is a statement about whether the core gets patches, which is a different question

from the one | am asking.

The point is the extension column. Whether or not the Joomla 4 core is supported has
no bearing on whether somebody updated RSForm! on that site last month. Nobody is
looking after those 50.6%, and they are also the sites that had the most money and

effort spent on them in the last three years. Blaming the Joomla project for that would

be convenient and wrong.

The finding that reframed this post

Half of all Joomla 4 sites run at least one extension with a known vulnerability. That is
50.6%, against 22.3% on the Joomla 3 sites they migrated away from, and it is the widest
spread of any branch we measure. The expensive migration did not fix it.
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http://localhost:54495/blog/manage-your-joomla-4-sites-with-mysites-guru/

The agencies who did the hard thing, who got the budget approved, who spent the
weekends rebuilding templates and replacing extensions that had no successor, are

measurably in a worse state than the ones who did nothing.

And Joomla 5 is next, sooner than you think.

Joomla 5 leaves regular bugfix support on 13 October 2026, which is about six weeks
from the day this was written. Security-only support runs to October 2027. If you are on
Joomla 5 and reading this feeling comfortable, that is the same feeling the Joomla 4
shops had in 2024.

Migrating is still the only real answer, so read none of this as an argument against it.
The argument is that migrating was never the thing that fixed it, and treating it as the
fix is what put those sites back in the hole. A Joomla 4 site can even be hurt by trying to
do the right thing: an administrator chasing security patches on an end-of-life version

can switch update channels and get flung onto the next major release, breaking

extensions and ending up worse off than before.

The migration was a payment. The site is a running cost. When the payments stopped,

the debt started accruing again the same week.

Joomla 3 is not actually that insecure

Having spent five hundred words telling you the sky is falling, let me argue the other

side, because the honest version of this is more useful to you than the alarming one.

Joomla 3 is a mature, well-tested codebase. It had eleven years and twelve point
releases to have its corners knocked off, and it shows. Of the twelve core advisories
Joomla published in 2026 whose affected range reaches back into 3.x, exactly one is
rated High by the Joomla project. The rest are Low or Moderate. That is not the profile

of software falling apart.
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http://localhost:54495/blog/how-to-prevent-accidental-joomla-version-jumps/

And look again at our own number the other way up. 95.1% of the Joomla 3 sites we
monitor are not flagged as hacked. Joomla 5, fully supported and receiving every

patch, sits at 2.67%. Joomla 3 is roughly twice as bad, not a hundred times.

The core is also patchable, which people forget. The community backport closes the
published core holes without an eLTS licence, and it has been kept current: four more

CVEs were added to it over summer 2026.

What surprises people most is that plenty of extension vendors did back-patch Joomla
3in 2026, in some cases for free and in some cases the same day they patched the

modern branches. JCE shipped a free patch reaching back to 2.7.x. iCagenda

published a release literally titled “"Security Release Joomla 3". SEBLOD patched three
branches on one day. J2Store, now a volunteer fork of a sunset product, fixed all six of
its CVEs on the Joomla 3 branch the same day as the Joomla 4 and 5 builds. RSJoomla

never dropped Joomla 3 at all and was shipping Joomla 3 builds this month.

So a Joomla 3 site running a well-chosen stack, with the core backport applied and
every vendor still shipping, can be well-patched today. | would not call it supported, and

| would still move it. But it is not the burning building the first half of this post implies.
That distinction is the whole argument in one turn.

The risk was always the specific set of extensions on the specific site, and whether
each of those vendors happened to keep going. “Joomla 3" was never the useful unit.
That is not knowable from the version number, it is not knowable from a blog post, and
it changes without anyone announcing it. Two Joomla 3 sites built the same year by the
same agency can be in completely different states today, entirely because of which

page builder each one happened to use.

Which means the safe Joomla 3 sites and the dangerous ones are separated by

whether anybody is looking, not by which version they run.

The well-meaning Joomla 3 rescue projects are not a
plan, they are a liability themselves

mysites.guru 9/31


http://localhost:54495/blog/finding-every-site-running-a-vulnerable-jce/

Every time a platform goes end of life, a handful of projects appear promising to keep it

alive. Joomla 3 has several, and they are not equal.

mysites.guru

The 3rd party projects attempting to keep Joomla 3 alive:

® Joomla 3.10.999 our own backport of the core security patches.

Patches the core, and nothing else. We call it a holding position rather than a fix, which
is the honest description of every project on this list.

® TLWebdesign the same patches, packaged as an installable extension.
Tom van der Laan took our patches and made them installable. That packaging is
genuinely useful and he was still pushing to the repository in July 2026. Joomla's own
security team declines to endorse it, in as many words.

o joomlaworksfjoomla-3.x continued 3.x development for code security and
modern PHP.

Real engineering, but it forks the core. Nothing in it touches the extensions that are
actually getting these sites hacked.

© Joomla 3.x UTD a fork that keeps the Joomla name and numbers its releases 3.11,
3.13, 3.15.
Those versions never existed. Joomla's updater, the vulnerability databases, hosting
scanners and our own inventory cannot interpret them, so nobody can tell you whether

that site is patched or not.

® joomla-update.ch a vibe-coded patcher.
An Al-slop approach to somebody else's security. Generating patches for a codebase
you have not read, for a CMS whose maintainers have stopped issuing fixes, then
offering them to strangers to run on production sites, produces plausible-looking output
and calls it a security process.

© The PHP 8 compatibility work getting a Joomla 3 codebase to run on PHP 8.

The most useful of the group and the most likely to be misread. It solves the hosting
deadline in the next section. It does not make the site secure. Two different deadlines,
arriving together.
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http://localhost:54495/blog/the-joomla-3-10-999-project/
https://github.com/TLWebdesign/Joomla-3-EOL-Security-Fixes
https://github.com/joomlaworks/joomla-3.x

Security patching is the one job where the code has to be right rather than convincing, and where the
failure mode is silent. If you would not let an unreviewed model commit directly to a client's site, do not
let one do it through a download page either.

But be clear about what any of them can and cannot do for you, because three

structural problems apply to all of them.

The core is not what is getting you hacked

Look back at that extension table. The three most-installed of those extensions are a
template framework, a page builder and an editor, and no core fork touches any of
them. This is the whole reason we treat our own patch tool as a holding position rather
than a fix, and it is why a patched extension on an unpatched core, or a patched core

under an abandoned template, is a safer position and not a supported one.

The version numbers break every tool that could see the problem

Joomla 3 ended at 3.10.12. A fork that calls its releases 3.11, 3.13 or 3.15 is not
following semantic versioning and, more practically, it is emitting a version string that
nothing in the ecosystem can interpret. Joomla's own updater cannot reason about it.
Vulnerability databases key their affected-version ranges on real Joomla releases. WAF
rules and hosting-side scanners do the same. So do we: we are an inventory tool, and a
site reporting a version that never existed is a site we cannot honestly tell you is safe or
unsafe. We have already seen exactly this failure with vendor patches, where
JoomShaper reused the same version string across two different security releases and

no inventory tool could tell a patched site from an unpatched one. A fork that invents

version numbers has the same problem permanently and by design.

Calling it Joomla is a problem for the reader, not just the lawyers

A fork that keeps the Joomla name and the Joomla branding while shipping code the
Joomla project did not write and will not support leaves a client, a hosting provider and
an incoming developer with no way to tell what they are actually running. Joomla is a

registered trademark and the project has a policy about this, which is its business
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http://localhost:54495/blog/joomshaper-reverses-joomla-3-decision/
http://localhost:54495/blog/helix-ultimate-third-joomla-3-security-patch/

rather than mine. Mine is that “we are on Joomla 3.15" is a sentence that sounds

reassuring and means nothing.

The PHP 8 work solves a different deadline

The PHP 8 compatibility work deserves a separate word, because it is the most useful
of the lot and the most likely to be misread. Getting a Joomla 3 codebase running on
PHP 8 solves a real and urgent problem, which is the next section. It does not make the
site secure. Those are two different deadlines that happen to be arriving at the same

time, and clearing the first one does nothing about the second.

Nobody knows when your extensions stop being
supported, including the vendors

If you want one reason a Joomla 3 site cannot be managed by looking things up once

and writing the answer down, this is it.

| went through the dated announcements and changelogs of the vendors whose
extensions actually appear on the sites we monitor. The pattern that emerged had
nothing to do with who dropped Joomla 3. The vendors who made the most absolute

statements were the ones who broke them.

Akeeba shipped a release in August 2023 whose notes were titled “Final version for

Joomla! 3"”. It was followed by four more Joomla 3 releases, the last in May 2025, three

months after Joomla’s own paid support programme had closed. Along the way they

published three different end dates, including one announced two days after the

deadline it replaced.

JoomShaper announced on 9 July 2026 that Joomla 3 would get “no security patches,

regardless of severity”, and then shipped Joomla 3 security patches six days later, with

two more following on 22 July and 27 August. That sentence is still on their site,

uncorrected, while the third patch sits in their GitHub releases. We covered the

announcement, the reversal and the third patch as they happened. At the same time,
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https://www.akeeba.com/download/akeeba-backup/8-3-3.html
https://www.akeeba.com/download/akeeba-backup/8-3-3.html
https://www.akeeba.com/download/akeeba-backup/8-4-1-1.html
https://www.akeeba.com/news/1767
https://www.akeeba.com/news/1767
https://www.joomshaper.com/blog/joomshaper-drops-joomla-3-support
https://www.joomshaper.com/blog/security-update-for-joomla-3-users
https://github.com/JoomShaper/helix-ultimate/releases
http://localhost:54495/blog/joomshaper-drops-joomla-3-support/
http://localhost:54495/blog/joomshaper-drops-joomla-3-support/
http://localhost:54495/blog/joomshaper-reverses-joomla-3-decision/
http://localhost:54495/blog/helix-ultimate-third-joomla-3-security-patch/

SP Page Builder 6.8.0 added a version check to stop the installer running on Joomla 3

at all. Hard-blocked in the mainline, separately patched on the side.

JCE announced that version 3.0 would remove Joomla 3 support. Then they lowered

the Joomla 3 floor from 3.10 to 3.9, backported a free security patch to branches that

predate Joomla 4 entirely, and today the Joomla 3 branch has a more recent release

candidate than the 3.0 that was supposed to replace it. (Their June 2026 security post
credits my own analysis for that one, which is the only reason | noticed how far the J3

branch had drifted from the announcement.)

Joomlashack said in August 2023 that they would reassess Joomla 3 support in August

2024. That sentence is still on their documentation page today, two years after the

reassessment date, and the reassessment was never published.

And the spread is enormous. Kunena stopped supporting Joomla 3 in December 2022,

eight months before Joomla did. Community Builder stopped on 21 August 2026,

three years and four days after. Both are community projects of similar standing.

RSJoomla, HikaShop and VirtueMart have not stopped at all and were still shipping

Joomla 3 builds this month.

So when somebody asks whether the extensions on a Joomla 3 site are still supported,
there is no date you can look up. The answer is different for every extension, it moves,
and the vendors themselves keep changing it. The only way to know what a site is

actually running, and whether a fix exists for it, is to check the sites continuously. That

is not a pitch for our product, it is the reason a product like ours exists at all, and it is

the clearest possible argument that this is a service rather than a task.

Every Joomla 3 policy statement we could find, with its
link

The section above is the argument. This is the evidence, so you can check it rather than

take my word for it.
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https://www.joomlacontenteditor.net/news/jce-pro-2-9-99-released
https://www.joomlacontenteditor.net/downloads/editor/security-patch
https://www.joomlacontenteditor.net/support/changelog/editor
https://www.joomlashack.com/blog/joomlashack/support-joomla-3/
https://www.joomlashack.com/docs/general/joomla-3/
https://github.com/Kunena/Kunena-Forum/releases
https://www.joomlapolis.com/
https://www.rsjoomla.com/
https://www.hikashop.com/
https://virtuemart.net/
http://localhost:54495/blog/vulnerable-extension-list-joomla-wordpress/

We went looking for a public, dated, quotable statement from every vendor whose

extensions actually appear on the sites we monitor. Every URL below was fetched

and the sentence read in context, and a vendor only appears here if there is a real

statement to quote. Where a page shows no date, the table says undated rather than

guessing one.

Vendor

Akeeba

Akeeba

JoomShaper

JCE

Joomlashack

Joomlashack

Regular Labs

YOOtheme

Gantry

RocketTheme

Kunena

mysites.guru

Extensions

Backup, Admin Tools,
Ticket System

Akeeba Backup 8.3.3

Helix Ultimate, Helix3,
SP Page Builder

JCE Pro and Core

25 extensions, OSMap

Documentation

restatement

Sourcerer and eight

more, same day

YOOtheme Pro 5.0

Gantry 5.5.20

The whole company

Kunena Forum

What they said

"Limited support” from February

2025, free versions "not supported at

all”

Final Joomla 3 version, security
updates only to 17 August 2024

"No security patches, regardless of

severity”

"Remove official support for Joomla
3"at 3.0

"Support Joomla 3 extensions until at
least August 2024"

Same pledge, Pro members only, no

bug fixes for Joomla 3 only products

"Removes Joomla 3 support”

"Support for Joomla 3 and 4 has been

removed”

"Dropped Joomla 3.x support”

"The RocketTheme mission officially

concluded”, club and downloads

closed

"The final release of Kunena 5.2.14 ...

for Joomla 3.10"

When

19 Aug
2024

6 Aug 2023

9 Jul 2026

11 Feb
2026

29 Aug
2023

undated

21 Sep
2023

13 Jan
2026

17 Jul 2025

states 30
Jun 2025

14 Dec
2022


https://www.akeeba.com/news/1767
https://www.akeeba.com/news/1767
https://www.akeeba.com/news/1767
https://www.akeeba.com/download/akeeba-backup/8-3-3.html
https://www.akeeba.com/download/akeeba-backup/8-3-3.html
https://www.joomshaper.com/blog/joomshaper-drops-joomla-3-support
https://www.joomshaper.com/blog/joomshaper-drops-joomla-3-support
https://www.joomlacontenteditor.net/news/jce-pro-2-9-99-released
https://www.joomlacontenteditor.net/news/jce-pro-2-9-99-released
https://www.joomlashack.com/blog/joomlashack/support-joomla-3/
https://www.joomlashack.com/blog/joomlashack/support-joomla-3/
https://www.joomlashack.com/docs/general/joomla-3/
https://www.joomlashack.com/docs/general/joomla-3/
https://regularlabs.com/sourcerer/download
https://yootheme.com/blog/2026/01/13/yootheme-pro-5.0-cookie-consent-manager-date-filter-and-on-click-loading-videos
https://yootheme.com/blog/2026/01/13/yootheme-pro-5.0-cookie-consent-manager-date-filter-and-on-click-loading-videos
https://gantry.org/blog/upcoming-release-gantry-5-5-20-launching-july-23
https://rockettheme.com/
https://rockettheme.com/
https://www.kunena.org/blog/252-kunena-5-2-14-security-release
https://www.kunena.org/blog/252-kunena-5-2-14-security-release

Vendor

Joomlapolis

Weeblr

JoomlaWorks

JoomlaWorks

Joomlatools

Seblod

Fabrik

Extly

Balbooa

Balbooa

Digital Peak

JEvents

iCagenda

mysites.guru

Extensions

Community Builder

sh404SEF

K2, Simple Image

Gallery, AllVideos

Their own Joomla 3.x

UTD fork

DOCman 6

SEBLOD 3 and 4

Fabrik 3

Perfect Publisher, XT

Balbooa Forms

Balbooa Forms

DPCalendar

JEvents

iCagenda

What they said

"Joomla 3.x support has come to an

end”

"No further development ... dedicated

to Joomla 3 support”

"We don't plan on giving_up on K2 (or

Joomla 3)"

Maintained “to ensure code security

and support modern PHP"

"Still running Joomla 3 ... upgrade

safely when you're ready”

Want to stay on Joomla 3? Remain on
SEBLOD 3

"None of this work will be backported
to the F3 codebase”

"Extending_our support for Joomla 3
until at least the end of 2024"

"All future versions of Forms wouldn't

be compatible with Joomla 3.x"

"Upgrading Joomla remains the only

meaningful long-term security

solution”

DPCalendar 8.x in “hybrid
maintenance mode” for Joomla 3

users

"3.6.82 was the last planned release

that will support Joomla 3.10.x"

The 3.9 series "is the last one to

support Joomla 3"

When

21 Aug
2026

24 Jul 2023

30 May
2024

22 Apr
2026

14 Oct
2025

5 May 2023

11 Aug
2026

26 Oct
2023

21 Apr
2025

14 Jul 2026

21 May
2024

undated

undated

15/31


https://www.joomlapolis.com/blog/kyle/19106-joomla-3-x-and-4-x-compatibility
https://www.joomlapolis.com/blog/kyle/19106-joomla-3-x-and-4-x-compatibility
https://weeblr.com/blog/price-changes-and-sh404sef-discontinued-soon
https://weeblr.com/blog/price-changes-and-sh404sef-discontinued-soon
https://www.joomlaworks.net/blog/item/314-k2-will-not-be-made-available-for-joomla-4-5-change-of-course
https://www.joomlaworks.net/blog/item/314-k2-will-not-be-made-available-for-joomla-4-5-change-of-course
https://www.joomlaworks.net/blog/item/316-joomla-3-x-development-continued-to-ensure-code-security-support-modern-php-versions
https://www.joomlaworks.net/blog/item/316-joomla-3-x-development-continued-to-ensure-code-security-support-modern-php-versions
https://www.joomlatools.com/blog/extensions/joomla-6-is-ready-so-are-we
https://www.joomlatools.com/blog/extensions/joomla-6-is-ready-so-are-we
https://www.seblod.com/community/blog/seblod-4-0-series-4-4
https://www.seblod.com/community/blog/seblod-4-0-series-4-4
https://fabrikar.com/forums/index.php?threads/f3-users-security-update.55752/
https://fabrikar.com/forums/index.php?threads/f3-users-security-update.55752/
https://www.extly.com/blog/22-latest-news/796-new-releases-ready-for-joomla-5.html
https://www.extly.com/blog/22-latest-news/796-new-releases-ready-for-joomla-5.html
https://www.balbooa.com/help/forums/forms/general/balbooa-forms-and-joomla-3-x-2
https://www.balbooa.com/help/forums/forms/general/balbooa-forms-and-joomla-3-x-2
https://www.balbooa.com/help/forums/forms/general/joomla-3-compatibility-patch-for-balbooa-forms-community-contribution
https://www.balbooa.com/help/forums/forms/general/joomla-3-compatibility-patch-for-balbooa-forms-community-contribution
https://www.balbooa.com/help/forums/forms/general/joomla-3-compatibility-patch-for-balbooa-forms-community-contribution
https://joomla.digital-peak.com/blog/dpcalendar-got-an-architecture-update
https://joomla.digital-peak.com/blog/dpcalendar-got-an-architecture-update
https://joomla.digital-peak.com/blog/dpcalendar-got-an-architecture-update
https://www.jevents.net/download-area/jevents
https://www.jevents.net/download-area/jevents
https://www.icagenda.com/docs/roadmap
https://www.icagenda.com/docs/roadmap

Vendor Extensions What they said When

Tassos Convert Forms, Engage  Joomla 3 users sent to a "legacy undated

release built for Joomla 3.x"

Solidres Solidres 2.13.0 "We also dropped support for Joomla 1 Dec 2022

3 to focus only on Joomla 4"

Sigsiu SobiPro "The SobiPro 2.5 series will be the last 3 May 2024
series made for with Joomla 3"

JoomDonation OS Property "Discontinued Joomla 3 Support: undated

Joomla 3 has reached its official end-

of-life”
Mosets Mosets Tree 4.0 "Mosets Tree 4.0 requires Joomla4to 18 Aug
run” 2021
VirtueMart VirtueMart 4 Still shipping_for Joomla 3: undated

“compatible with Joomla! 3.10.x"

Thirty statements, and no two of them agree on anything. Some are two years before
Joomla 3 reached end of life, some are three years after. Nine of the thirty give no date
at all, which means a customer reading the page cannot tell whether it was written last
month or in 2021.

Where the actions contradict the words

The JoomShaper, JCE and Akeeba reversals are above. They are not the only ones, and
the pattern is consistent enough to be worth naming: the loudest announcement is the

least reliable predictor of what the vendor will actually do next.

Seblod'’s only public words on Joomla 3 remain that May 2023 post, yet SEBLOD
3.30.0 shipped on 28 July 2026 fixing an SQL injection, a search-radius SQL injection

and a path traversal, three years past end of life.

Web357 went the other way entirely and added Joomla 3 compatibility in June 2026,

nearly three years after EOL.
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https://www.tassos.gr/joomla-extensions/convert-forms
https://www.tassos.gr/joomla-extensions/convert-forms
https://www.solidres.com/blog/2022/12/01/solidres-for-joomla-2-13-0-released/
https://www.solidres.com/blog/2022/12/01/solidres-for-joomla-2-13-0-released/
https://www.sigsiu.net/news/3158-sobipro-2520
https://www.sigsiu.net/news/3158-sobipro-2520
https://joomdonation.com/joomla-extensions/os-property-joomla-real-estate.html
https://joomdonation.com/joomla-extensions/os-property-joomla-real-estate.html
https://joomdonation.com/joomla-extensions/os-property-joomla-real-estate.html
https://mosets.com/news/mt-40
https://mosets.com/news/mt-40
https://virtuemart.net/download
https://virtuemart.net/download
https://github.com/Octopoos/SEBLOD/releases/tag/3.30.0
https://github.com/Octopoos/SEBLOD/releases/tag/3.30.0
https://www.web357.com/cookies-policy-notification-bar-joomla-plugin/changelog

iCagenda contradicts itself in the customer’s favour. The roadmap says 3.9 was the last
series to support Joomla 3, while the changelog lists 3.9.15 in June 2026 and 3.9.16 in
August 2026, both labelled "Security Release Joomla 3"

Balbooa reversed under pressure from its own users, moving from “no future version
will be compatible” in April 2025 to publishing and hosting a Joomla 3 compatibility

patch in July 2026, credited to a community member.

YOOtheme said nothing at all for twenty-nine months while shipping Joomla 3 fixes in
4.3.7,4.4.11, 4.4.12 and 4.5.3, and still contradicts itself: ZOO, the same company,

currently advertises "Requirements: Joomla 3.x+".

And OS Property announces "Discontinued Joomla 3 Support” on a page whose
own specification box, directly above the announcement, reads “Compatible:

Joomla 3.9.0+"

The ones that said nothing at all

This list matters as much as the table, because a vendor with no statement is the
common case rather than the exception. We checked and found nothing public from
HikaShop, RSJoomla, Stackldeas, iJoomla, JomSocial, EShop, Phoca, JoomUnited,
Falang, OSTraining, JoomlArt, Gavick, Ordasoft, ARl Soft and TemplateMonster. Several

of them are still shipping Joomla 3 builds. None of them will tell you when that stops.

Three did not stop so much as vanish. MijoShop’s domain now serves a Thai football
and casino blog, and the Wayback Machine shows it had already become that by
November 2023, three months after Joomla 3 went end of life. VinaGecko’s domain
redirects to a betting site. Xmap's repository was archived with its last commit in
September 2020.

That is the real answer to "is this extension still supported”. For fifteen of the vendors
on the sites we monitor, there is no answer to look up, and for three of them the

company that would have answered no longer exists.
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Your host is about to decide just how long you have left
for Joomla 3, and it is out of your hands

Here is the part that turns a deferred decision into an emergency, and it has nothing to

do with Joomla.

Joomla 3 needs an old PHP branch. Hosting providers are removing those branches, on
their schedule, and they are not asking. When your host drops PHP 7, a Joomla 3 site

that has not been made PHP 8 compatible does not degrade gracefully. It stops.

Worse, on some hosts the change is a one-way door. Fasthosts is the example | keep
running into: a customer switches a site to PHP 8 to see whether it works, discovers it
does not, and then finds there is no route back to PHP 7. The test is the migration, and
it is irreversible. So the sensible, cautious thing an administrator does, which is to try it

and see, is the exact action that takes the site down with no undo.

That reframes everything above. Your real choice is between migrating on a date you
pick, with a staging site and a rollback plan and a budget conversation you had in
advance, and migrating on the date your hosting provider picks, at whatever hour they

picked it, with the client on the phone. Migrating later was never one of the options.
And | want to be careful about who the villain is here, because it is not the host.

A host that removes PHP 7 is doing its job. PHP 7 left security support years ago. A
host still serving it in 2026 is running an unpatched language runtime underneath every
customer on that box, including the ones who did everything right and are simply

sharing a server with you. That is not a favour to anybody.

So if your host is not forcing PHP upgrades, do not read that as generosity. It is neglect,
and it is a reason to leave rather than a reason to stay. A webhost still handing out PHP
5 or PHP 7 in 2026 is telling you exactly how much attention the rest of that platform

gets. The hosts causing you grief in this story are the good ones.

The PHP version each site runs is not a technical detail buried in a control panel.

Across a portfolio of Joomla 3 sites it is a countdown timer that somebody else is
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holding, and you want it held by somebody who winds it.

Why the sites are still there, honestly

It is worth saying that this is rarely neglect, because the standard telling of this story

insults the people living it.

A Joomla 3 to Joomla 5 or 6 move is closer to a rebuild than a version bump. The
template usually has no direct successor. Two or three extensions the site depends

on were abandoned years ago and the functionality has to be rebuilt or replaced.

Nobody can quote it accurately upfront, which is why we will not quote a fixed fee for

one either.

So it becomes a cost conversation the client has to agree to. And every agency owner
reading this already knows how that goes, because from where the client is sitting, the
site works. It loads. The contact form arrives. The phone rings. You are asking for four
or five figures to deliver something that, on the day it completes, looks exactly the

same as it did the day before.
That is a hard sell. | am not going to pretend otherwise.

But notice what has actually gone wrong, because it did not go wrong in that

conversation. It went wrong years earlier.

The Real Reason Agencies Avoid Joomla Updates

We posted the numbers above to social media, and a comment underneath it is worth
answering properly rather than in a reply box, because it names the reason most

agencies actually give for staying on an old version.

Juan Pablo Combeau M., on Facebook

"l agree with everything, | would only add that Joomla updates have a reputation for
causing many incompatibilities (well-deserved, in my opinion), and that's why users tend
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to avoid them.”

That is a fair description of what agencies experience, and not a rare one either, | hear a
version of it constantly. But the word doing the damage is “updates”. The

incompatibilities are real. The cause is usually not the update itself.

Joomla is not good at communicating breaking changes in enough detail, and it does
not reliably honour its own deprecation notices: the core team has pushed deprecation
deadlines back after the fact more than once, and the backward-compatibility
guarantees fall well short of what a project like Symfony offers over a comparable
timeframe. Extension developers are, on the whole, not much better at tracking the
breaking changes that do get published. Plenty of them find out by reading the core
source rather than a changelog, and some of the consequences they hit were never

fully thought through or tested by the Joomla project in the first place.

So the incompatibility is real, but “the update broke it” undersells what happened. A
change shipped with too little warning, on a promise that did not hold, and the
extension author had no reliable way to see it coming even while looking for it. That is
less a reason to distrust updating and more a reason to distrust how the ecosystem
tells you what is about to change: read the actual diffs before a major version, do not
trust a changelog to be complete, and budget time for the surprises rather than assume

there will not be any.

Software is a child, not a purchase

Most of those 30,305 sites were sold as a project. A price, a launch date, a handover,
an invoice. Maybe a support period measured in weeks. And then nothing, until the day
something breaks or a version goes end of life and somebody has to ring the client and

ask for money to fix a problem the client did not know they had.

Of course they say no. From their side you sold them a finished thing and now you are

asking them to pay for it again.
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The framing is wrong, and it has been wrong across our whole industry for twenty
years. A website is a purchase that never completes, always a work in progress. It is

much closer to having a child.

A website is a purchase that never completes. Always a work in progress.

It is much closer to having a child. Enormous investment at the start, a steady cost that
never stops, predictable spikes at known milestones, and the occasional emergency that
has to be paid immediately.

The investment at the start is enormous and everybody expects it. Then there is a long
steady cost that never stops: feeding it, clothing it, keeping it warm. There are
predictable spikes at known milestones, when it starts school, when it goes to
university, when it needs help with a first house. And there are the emergencies, the
ones that arrive without warning and have to be paid immediately, because the

alternative is unthinkable.

Nobody has a child and considers the job finished at the birth. Nobody budgets for a
single payment and is then outraged when the child needs shoes at seven and a laptop
at fourteen. And crucially, the investment does not stop when they leave home. It
changes shape and it usually gets less frequent, but a parent who says "I paid for the

pram, we are done” is describing an abandonment, not a completed project.

That is what a Joomla 3 site is. It is a fourteen-year-old that nobody has bought shoes

for since it was three.

The client who "would not invest” was, in most cases, never actually asked to. They

were sold a pram.

Why we have never sold a lifetime licence

| should declare an interest here, because this argument is the reason mySites.guru is

priced the way it is, and | would rather say that out loud than let you find it in the pricing
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page and wonder.

We have never offered a lifetime deal. Not once in fourteen years of trading, and we get

asked for one regularly.

A lifetime licence is a promise to maintain something forever, in exchange for a single
payment, made once, at the moment the customer’s enthusiasm peaks and your costs
have not started yet. It is the model | have spent this whole post arguing against. It is
the pram, sold as the childhood. Every lifetime deal in this industry either ends with the
vendor stopping the work, or with the vendor going out of business, and in both cases

the customer discovers the meaning of the word lifetime rather late.

We take a subscription because the work never stops. Somebody has to read the
Joomla Security Centre the morning it publishes. Somebody has to write the detection
rule, test it against real sites, and ship it. That is a daily cost, so it is funded by a daily-

cost model.

Here is the whole price list. mySites.guru is GBP 19.99 a month, or GBP 199.99 a
year, which is about 16.6% off, so paying annually is roughly two months free. That is

for unlimited sites. If you have one site, there is a GBP 5.00 single-site plan.

4 h
Single site Unlimited, monthly Unlimited, annual
GBP 5.00 /month GBP 1 9.99 /month GBP 1 99.99 [year
One site, everything included. Unlimited sites. One site or About 16.6% off, roughly two
thousands, same fee. months free.
. J

See the full pricing Unchanged since the price was setin 2010.

Unlimited means unlimited. We have subscribers with one site and subscribers with

thousands, and they pay the same flat fee. Nobody gets punished for growing.

We set that price in 2010, while we were building towards launching in 2012. In the
sixteen years since, there has been not one price increase. Not a single one. Not an
inflation adjustment, not a tier restructure, not a quiet grandfathering of old customers

onto worse terms.
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That is over a period which included near-record inflation, and during which our own
costs have roughly quadrupled. Recently the Al boom has pushed hardware prices up

again, which we absorbed too.

| am not claiming that is good business practice. It is arguably terrible business
practice. But it is the same principle running in the other direction: if | am going to tell
you that a website is a living thing with a running cost, | should be willing to absorb a

running cost of my own rather than repricing every time it pinches.

For context, | personally spend more on coffee in a month than a mySites.guru
subscription costs. Our customers stay, on average, three to five years, which is roughly
the interval between major CMS migrations. The two numbers match because that is

what a retainer looks like when the thing being retained is alive.

So when | say sell the running cost, | am not asking you to do something | have avoided

doing myself.

What to say instead

In practice that means writing a different first proposal. Nobody ever fixed this with a

better closing technique.

Price the build and the running cost as one proposition, not a build with an optional
extra bolted on at the end. A maintenance line that appears after the client has mentally
signed off the project reads as an upsell, and it gets cut. A running cost that was in the

first conversation reads as the cost of the thing.

Say what the money buys in terms of the thing they own, not in terms of your tasks.
“Core and extension updates applied and tested monthly” is a description of your
afternoon. "Your site stays on a version that still receives security patches” is a

description of their asset.

And be specific about the milestone spikes, in advance. Every CMS has a major version
transition every few years, and it will cost real money. A client told at the start that there

is a significant project roughly every three or four years is a client who can plan for it. A
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client told about it for the first time when the version has already gone end of life is a

client who feels ambushed, and reasonably so.

If you want the argument in one line: you are selling the running cost of something alive,

not insurance against something going wrong.

How mysSites.guru helps support you, to support your
dying Joomla 3 end of life sites

None of the above helps the sites you already have on the books, so here is what we
actually do for them. It is a holding position rather than a fix, and | would rather say that

than sell it as something it is not.

One-click Joomla 3.10.999 core patches

We apply the community core patches across your whole portfolio of Joomla sites, with

no eLTS licence needed. The one-click Joomla 3 patch tool replaces 65 core files and

picked up four more CVEs over summer 2026, including an unrestricted SHTML upload
and a com_contact access control flaw. Of the 13,341 Joomla 3 sites where we can
currently read the core files, 10,512 have unpatched ones we could fix. That is 79%
of the sites that could be safer today and are not, which is the single most fixable

number in this entire post.

JoomShaper's own Joomla 3 packages, deployed and revertible

We deploy them for Helix Ultimate, Helix3 and SP Page Builder, installed through

Joomla’'s native installer so the vendor’s own version gates run, which is the check that

finds them, with a revert if you need it. That matters more than it sounds, because
JoomShaper reused the same version string across two different patch releases, so no

inventory tool can tell a patched site from an unpatched one by version number alone.

Every published core CVE, flagged per site
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We flag each one against the site’s exact version, on the sites list and on the site itself,
so an end-of-life core stops being an abstract worry and becomes a count you can

show a client.

Every Joomla version tracked back to 1.5

That reach is intended. We support old versions so you can see and move them, not so

you can leave them sitting there.

You can point the Joomla 3 end of life check at your portfolio of Joomla sites and have

the list in a few minutes.

The uncomfortable part

The data in this post came from our own customers’ sites. These are, by definition,
agencies and site owners who care enough to connect their sites to a monitoring

platform and pay for it every month. This is the diligent end of the market.

And the diligent end of the market is running 30,305 end-of-life Joomla 3 sites, 20,671
of which are not even on the final release, with 22,195 known-vulnerable extensions

between them.

Now scale that up. Joomla runs on millions of sites. Almost none of them are connected
to anything like this. Nobody inventories their extensions, nobody tells their owner when
a component goes critical, and nobody counts them when a number like 4.90% gets
published. Whatever the real figure is out there, it is not better than the one measured

on sites that are actively being looked after. It cannot be.

So, back to the question. You can bury your head in the sand, and plenty of people
reading this will, because the alternative is a difficult conversation with a client who

does not want to have it. That cost is real, and | am not going to wave it away.

We even built you the switches.
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Disable End Of Life Version Warnings

Hide badges in the sites list
Cosmetic only. Your sites are still checked against published core advisories, the has-core-vulnerabilities filter still finds them, and no alert emails change.

Hide badges in the sites list

Cosmetic only. Extensions are still scanned, the has-vulnerable-plugins filter and the left-menu counter still work, and the new-vulnerability alerts are controlled

separately above.

Disable Check Important Items menuitems

Those two badge toggles went in this week, and | mean them. If you already know a site
is on Joomla 3, and the pills are just noise on a screen you look at forty times a day, turn

them off. Nobody needs to be shouted at by their own dashboard.

Read the help text underneath them, though, because we wrote it carefully. Cosmetic
only. The sites are still checked against published advisories, the has-core-
vulnerabilities and has-vulnerable-plugins filters still find them, the left-menu
counter still counts, and the alert emails still go out. Hiding the badge changes what

you see, not what is true.

Which is the whole post in one settings page. You can turn off the warning. You cannot
turn off the CVE.

Just be clear about what you are choosing. You are not deferring a technical task. You
are holding a liability on someone else’s behalf, for free, until it goes off. And on current

numbers it goes off about five times more often than it needs to.

Timeline

2023-08 O Joomla 3 reaches end of life

The final 3.10 release. From this point the Joomla project ships no free
security patches for the 3.x core, regardless of severity.

2025-02-17 @ The paid eLTS programme ends

The Extended Long Term Security Support programme, which had
patched Joomla 3 for a fee, stops. From here there is no official route to
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a patched Joomla 3 core at any price.

2026-07-09 @ JoomShaper ends Joomla 3 support

One line does the damage: no security patches, regardless of severity,
across SP Page Builder, Helix, EasyStore and the template range. A
large slice of the Joomla 3 estate loses its vendor.

2026-07-15 @ JoomShaper ships Joomla 3 patches anyway, six days later

Free standalone security packages for Helix Ultimate, Helix3 and SP
Page Builder. The stated policy lasted under a week, which tells you
how bad the alternative looked.

2026-08-28 @ 30,305 live Joomla 3 sites, and Joomla 4 is worse

From our own portfolio of Joomla sites: Joomla 3 sites are hacked at
five times the Joomla 6 rate, and the Joomla 4 sites that agencies
migrated to now have the worst vulnerable-extension rate on the
estate.

Further Reading

e The Joomla 3.10.999 Project - the community backport of core security patches

for an end-of-life Joomla 3.

* Fix Joomla 3 security issues in one click - what the patch tool actually replaces,
and the four CVEs added over summer 2026.

e JoomShaper ends Joomla 3 security fixes and the reversal six days later - the

whole arc, with dates.

e Helix Ultimate's third Joomla 3 patch - and why the reused version string means

no inventory tool can tell patched from unpatched.

e Patch the abandoned JoomShaper Joomla 3 extensions - the vendor's own

packages, deployed across a portfolio and revertible.
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e Migrating_to modern Joomla when using_mySites.guru - the connector side of the

move, and why we will not quote a fixed fee for it.

* How to prevent accidental Joomla version jumps - how chasing security patches

on an EOL version can fling a site onto the next major release.

» Site management is more than just updates - what an ongoing retainer should

actually cover.

* Joomla 3 Is End Of Life - the check that finds them across your portfolio of

Joomla sites.
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Frequently Asked Questions

How many Joomla 3 sites are still live?

More than most people assume. Across the sites connected to mySites.guru we currently
monitor 30,305 live Joomla 3 installations. Every figure in this post is measured across sites
connected to mySites.guru, which are among the best looked-after Joomla sites there are,
so they represent the good end of the ecosystem rather than a worst case. Joomla 3
reached end of life in August 2023 and the paid eLTS programme that extended it ended in
February 2025, so none of those 30,305 sites has received an official core security patch
for over eighteen months.

Is a Joomla 3 site actually more likely to be hacked?

We

Yes, and we can measure it rather than guess. Across the Joomla sites we monitor, 4.90%
of Joomla 3 sites are currently flagged as hacked, against 0.98% of Joomla 6 sites. That is
five times the rate. Joomla 4 sits at 4.67% and Joomla 5 at 2.67%. The gradient is
consistent: the further a site is from a supported release, the more likely it is to have been
compromised.

migrated everything to Joomla 4. Are we safe?

Probably less safe than you think, and this is the finding that surprised us. Joomla 4 has
itself reached end of life, and Joomla 4 sites have the widest vulnerable-extension spread of
any branch on our estate: 50.6% of them run at least one extension with a known
vulnerability, against 22.3% of Joomla 3 sites. Joomla 3 is worse on depth, averaging 3.30
vulnerable extensions on an affected site against 2.52 on Joomla 4, so neither branch is in
good shape. Migrating once did not solve the problem, because the problem was never the

version number.

Why do agencies still have so many Joomla 3 sites?

Rarely neglect, and rarely ignorance. A Joomla 3 to Joomla 5 or 6 move is closer to a rebuild
than an upgrade, because the template and several extensions usually have no direct
successor. That makes it a cost conversation the client has to agree to, and if the site visibly
works, the client often says no. The deeper reason is commercial: most of those sites were
sold as a one-off project with no ongoing maintenance attached, so there is no budget line,
no retainer and nobody being paid to watch the version number.

What can | do about a Joomla 3 site | cannot migrate yet?
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Reduce the exposure while you get budget and sign-off, and be honest that you are holding
a position rather than fixing it. mySites.guru applies the community Joomla 3.10.999 core
security patches in one click without an eLTS licence, deploys JoomShaper's own Joomla 3
security packages for Helix Ultimate, Helix3 and SP Page Builder, and flags every published
core CVE affecting each site's exact version. Of the 13,341 Joomla 3 sites where we can
currently read the core files, 10,512 have unpatched ones we could fix.

Can a Joomla 3 fork or patcher keep my sites safe instead of migrating?

No, and it is worth understanding why rather than just being told. Several projects exist to
extend Joomla 3, including continued 3.x development on GitHub, a Joomla 3.x UTD fork,
patchers, and separate efforts to make Joomla 3 run on PHP 8. Three problems apply to all
of them. They patch the core, but the core is not what is getting these sites hacked: our
data shows the damage is coming through extensions like YOOtheme Installer, SP Page
Builder and JCE, and no core fork touches those. They emit version numbers such as 3.11
or 3.15 that never existed, which Joomla's updater, vulnerability databases, WAF rules and
inventory tools like ours cannot interpret, so nobody can tell you whether the site is safe.
And continuing to use the Joomla name and branding leaves clients and incoming
developers unable to tell what they are actually running. PHP 8 compatibility work is the
most useful of the group, but it solves the hosting deadline, not the security one.

What happens when my host removes PHP 7?

A Joomla 3 site that has not been made PHP 8 compatible stops working. The dangerous
part is that on some hosts the switch is irreversible. Fasthosts is a common example: a
customer moves a site to PHP 8 to test whether it survives, finds that it does not, and then
discovers there is no route back to PHP 7. The cautious act of trying it becomes the
migration, with no undo. That is why the real choice is not migrate now versus migrate later,
it is migrate on a date you chose with a rollback plan, or migrate on the date your hosting
provider chose, at whatever hour they chose it.

How should I sell ongoing maintenance to a client who refuses?

Stop selling maintenance as insurance against a problem that has not happened, and start
selling it as the running cost of a thing that is alive. Software is a purchase that never
completes, always a work in progress, and it is closer to a child: enormous investment at the
start, a steady cost for years, predictable spikes at known milestones, and the occasional
emergency that arrives without warning. A client who accepts that framing is not being sold
a grudging insurance policy, they are budgeting for something they already own.

Al MODIFIED Written and edited by a human, with Al assistance. Our approach to Al
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See how your WordPress and Joomla site
No credit card required.

[ https:/manage.mysites.guru/en/register

Get in touch

Phil E. Taylor
phil@phil-taylor.com
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